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The Problem




Top three failures causing data breaches
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Wait. Printers?



PRET - Printer Exploitation Toolkit
ttps://github.com/RUB-NDS/PRET
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https://github.com/RUB-NDS/PRET
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Early Conclusion
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Mostly just annoying, can deliver malware via Flash, leak data

Records A/V, takes screenshots, keylogging, data exfil

Encrypts local/network data and backups

Everything else bad, deliver any of the above
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Credentials

- Credential bypass - Credential exposure
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Attacker Mail Server
(malware.com) (example.com)

Hi, I'm paypal.com

Hi there! What can | do for you? !

| have mail for bob@example.com
Ok, send it over
" <Sends phishing email>

Got it — thanks!

+ Register a similar domain name
(example:
as opposed to or
or )

« Use adomain that simply doesn’t
exist. (Yep! These are almost
always delivered just fine.)



@ Sign in

Google Accounts

accounts-google.com

Google

One account. All of Google.

Sign in with your Google Account

Enter your email

Find my account

Create account

One Google Account for everything Google
GmMmRoOL *»» @



The user opens the email.

The user clicks the link in the emaill,
unknowingly visiting a malicious page with an
exploit kit.

The exploit kit compromises the user's
out-of-date browser and downloads malware.

Once installed, the malware can steal
passwords, install a backdoor or even encrypt
the computer (ransomware).




The user opens the email and downloads
the attachment.

The user opens the attachment and executes
the malicious macros.

The macro downloads malware onto the
user's computer.

Once installed, the malware can steal
passwords, install a backdoor or even encrypt
the computer (ransomware).



https://duo.com/assets/ebooks/The%20Trouble%20With%20Phishing.pdf

Server Attack
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Server Attack Types

- Accidental Discovery:
- Automated Malware:

- The Curious Attacker:



Server Attack Types

- Script Kiddies:
- The Motivated Attacker:

- Organized Crime:


https://www.owasp.org/index.php/Threat_Risk_Modeling

Exposed K/V & NoSQL Hosts

100000 B umber of Hosts

Memcached Redis MongoDB Elasticsearch CouchDB Cassandra




NoSQL

Targets auth-less Redis instance

)
Creates new key with attacker's pub SSH key

Wipes existing on-disk datastore (

Changes datastore path to
Renames datastore to

A



https://duo.com/blog/why-the-mongodb-ransomware-shouldnt-surprise-anyone

Which of these should
Mac Admins worry about?
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The Managed Environment
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The Managed Environment



The Managed Environment

The Cloud
Shadow IT
BYOD
Management tools




The Managed Environment

» Credential compromise
» Code vulnerabilities
Off-site data

« Patchedtooslow




The Managed Environment

« Vulnerabilities
 Malware/APT

- Data exfiltration

- Bypass managed resources




The Managed Environment

 Malware/APT transmission
» Unprotected data

» Stored credentials



The Managed Environment

« Licensed software theft
- No payload verification
- Apple managementtools



Management lTools

« JAMF SSL configuration defaulted to no verification

 Allows an attacker to MITM connection


https://www.okta.com/blog/2016/09/deploying-jamf-server-software/

Management lTools

+ Software deployment compromised
» No payload integrity checking performed

» Insertreplacement payload for existing item



Management lTools

- DEP APl onlyrequires a valid serial number
- Example:run

- DEP APl returns MDM config if serial number found

Apple serial numbers can be easily guessed/generated

« Guess serial -> send DEP request -> get MDM config

- MDM enrollment->get -



What is their attack surface?



The Admin

Access to credentials for many systems
More access than needed (just sudo/yoloit)
Lack full picture of sensitive systems
Imperfect security hygiene

Password reuse / weak passwords



Credentials compromised

Admin access on other systems

Red team gained access to wiki
Contained JAMF admin credentials

Rogue payload added



SECURITY NONEXPERTS' TOP SECURITY EXPERTS' TOP
ONLINE SAFETY PRACTICES ONLINE SAFETY PRACTICES

1. USE ANTIVIRUS 1. INSTALL SOFTWARE
SOFTWARE UPDATES

2. USE STRONG 2. USE UNIQUE
PASSWORDS PASSWORDS

3. CHANGE PASSWORDS 3. USE TWO-FACTOR
FREQUENTLY AUTHENTICATION

4, ONLY VISIT WEBSITES ﬁ 4. USE STRONG
THEY KNOW PASSWORDS

5. DON'T SHARE 5. USE A PASSWORD
PERSONAL INFORMATION MANAGER

y

https://security.googleblog.com/2015/07/new-research-comparing-how-security.html



https://security.googleblog.com/2015/07/new-research-comparing-how-security.html

https://www.yubico.com/about/backaround/fido/



https://www.yubico.com/about/background/fido/

What is their attack surface?



The User
Top phishing target

Shadow IT to use tools they want
BYOD to use devices they want
Security hygiene



» Access internal-only systems/networks

» Use contacts to phish other higher-
privileged users, gain access

 Host CNC server for further attacks
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https://security.googleblog.com/2015/07/new-research-comparing-how-security.html



https://security.googleblog.com/2015/07/new-research-comparing-how-security.html

What's the Solution?



Not The Solution

« Cycling passwords every month/week/day

« MOAR Antivirus!

- MDM!




The Solution - Managed Environment

Don't expose services thatdon't need it
Leave no default configuration unchecked
Use 2FA where possible -

Use PKlfor SSH access to servers

Have a testing environment
Demand better from your vendor



The Solution - Users

- Educate users on good security hygiene

» Use 2FA? Stop using SMS!



The Solution - Admins

- Take your own advice!

» Use 2FA? Seriously, stop using SMS!




Conclusion

- Allmembers of the managed environment are
Important

» Overall securityis only as strong as your
weakest part



Conclusion

Point is to make it a lot harder to be breached
using simple to follow practices

Rise of phishing =

Unless you are Google/Facebook/Twitter/GH
IS going to burn a O-day on you

Implement the and be

than you are now




https://seclist.us/pret-printer-exploitation-toolkit.ntml
https://github.com/RUB-NDS/PRET

https://duoc.com/assets/ebooks/ The%20 Trouble%20With%20Phishing.pdf
https://www.owasp.org/index.php/Threat Risk_ Modeling

https://duo.com/blog/why-the-mongodb-ransomware-shouldnt-surprise-anyone

https://www.okta.com/blog/2016/09/deploying-jami-server-software/

https://security.goodleblog.com/2015/07/new-research-comparing-how-security.html

https://www.yubico.com/about/background/fido/
https://duo.com/assets/pdf/Scanning%20IPv4%201ior%20Free%20Data%20and%20Free%20Shells.pdf

Questions?




